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I'am to inform that, the Additional Chief Secretary to Government, Information
Technology & Digital Service Depértment, Secretariat, Chennai has directed to train
Government employees in Cyber Security and prepare a set of Do's and Don'ts

(Annexure enclosed) for them to minimise security risks in the workplace.

Hence, all the Heads of the Departments/Officers are requested to circulate it
among the Faculty Members/Staffs / Students.
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Cyber Security Guidelines: Do’s and Don’ts
To

Encl:

All the Heads of the Departments / Officers,
Bharathiar University.

Copyto: 1. The P.S. to VC's Convenor Committee, B.U.
2. The P.A. to Registrar, B.U.

3. The:University Engineer i/c, B.U.
4. The PRO i/c, B.U.
- The Co-ordinator,
Centre for Internet and Website Services, B.U.

Website: www.b-uacin | E-Mail: regr@buc.edu.in Phone: 0422-2428108/2428126| Fax: +91 422 2425706



Annexure

Cyber Security Guidelines: Do's and Don’ts

. Use Strong Passwords:

e Complex passwords using a combination of Uppercase letters, lowercase
letters, numbers, and special characters. Aim for at least 8 characters.
e Use unique passwords for different accounts, especially work related accounts.

Enable 2-Factor Authentication:
° Many platforms now allow you to enable 2-factor authentication to keep your
accounts more secure. It's another layer of protection that helps verify that it's

you who is accessing your account and not someone who's unauthorized.
* Enable this security feature when you can.

Regularly Update Passwords:

¢ Change passwords every month and immediately if you suspect any account
compromise.

Keep Software up-to-date:
e Regularly update all software, including operating systems, applications, and
antivirus programs. Many updates contain critical security patches.

e Always update to the latest version of your software to protect yourself from
new or existing security vulnerabilities.

Keep hardware up-to-date:

* Department ensure the authorised life cycle of the hardware and software.

Use anti-virus and anti-malware:

e |If you're connected to the web, it's impossible to have complete and total
protection from malware. However, you can significantly reduce your

vulnerability by ensuring you have an anti-virus and at least one anti-malware
software installed on your computers.




7. Remove adware from your machines:

» Adware collects information about you to serve you more targeted ads. It's best
to rid your computer of all forms of adware to maintain your privacy. Use
AdwCleaner to clean adware and unwanted programs from your computer.

8. Scan external storage devices for viruses:

o External storage devices are just as prone to malware as internal storage
devices. If you connect an infected external device to your computer, the
malware can spread. Always scan external devices for malware before
accessing them.

9. Train employees:

10.

11.

12.

13.

14.

e The key to making Cyber Security work is to make sure your employees well
trained, in sync, and consistently exercising security practices. Sometimes, one
mistake from an improperly trained employee can cause an entire security
system to crumble.

Check links before you click:

o Links can easily be disguised as something they're not so it's best to double
check before you click on a hyperlink. On most browsers, you can see the
target URL by hovering over the link. Do this to check links before you click on
them.

Use a VPN to privatize your connections:

e Connect only to secure, password-protected Wi-Fi networks. Use a VPN if you
need to access work resources from a public Wi-Fi network.

Disable Bluetooth when you don’t need it:

o Devices can be hacked via Bluetooth and subsequently your private information
can be stolen. If there's no reason to have your Bluetooth on, turn it off!

Lock Devices When Not in Use:

o Lock your computer, phone, or tablet when you step away from your desk, even
if it's only for a short time.

Report Suspicious Activity:

o Immediately report any suspicious emails, messages, or activity to the
IT/TN-CERT security team. Early reporting can help prevent security incidents.
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15. Secure Personal Devices:

e If you're allowed to use personal devices for work, ensure they have antivirus
protection, are updated regularly, and are password protected.

16. Back up Data Regularly:
e Follow your organization’s backup policy and store copies of essential data as
per guidelines. This helps recover data in case of accidental loss or
ransomware.

17. Follow Organization Policies:

o Adhere to your organization’s Cyber Security policies, such as data handling,
email usage, and internet browsing guidelines.

Dont's
1. Don’t Share Passwords:

e Never share your work-related passwords with colleagues or anyone else.
Avoid writing passwords down or storing them in unsecure places.

2. Don’t Click on Suspicious Links or Attachments:

e Be cautious with emails from unknown senders or unexpected attachments,
even if they appear to come from a known contact. These could be phishing
attempts.

3. Don’t Ignore Security Warnings:

o Take security warnings seriously. If your antivirus or security software flags
something, report it to IT team, if you're unsure how to handle it.

4. Don’t Leave Sensitive Information Unattended:

e Avoid leaving printed documents, USB drives, or devices with sensitive
information in unsecured places. Store them securely when not in use.

5. Don’t Install Unauthorized Software:

e Only use IT team approved software for work. Unauthorized downloads can
lead to malware infections and create vulnerabilities.




10.

Don’t Overuse Personal Devices for Work:

o Refrain from using personal email or devices for sensitive work tasks unless
explicitly permitted by your IT department.

Don’t Disable Security Features:

* Avoid turning off or disabling antivirus, firewalls, or security settings, as these
are in place to protect your devices and data.

Don’t Use Weak or Common Passwords:

e Avoid using easily guessable passwords like "password123" or "admin." This
increases the risk of unauthorized access.

Don’t Delay Reporting Incidents:

e Don't hesitate to report any security incidents or accidental mistakes. Prompt
reporting can help the organization contain and address potential threats
quickly.

Don’t Use Public Wi-Fi Without a VPN:

e Avoid accessing sensitive information or logging into work accounts on public
Wi-Fi unless you're using a VPN to encrypt your connection. Following these
guidelines helps to maintain a secure work environment, protects sensitive
information, and strengthens the department's defences against Cyber Security
threats.

KUMAR JAYANT
ADDITIONAL CHIEF SECRETARY TO GOVERNMENT
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